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Abstract

As organizational reliance on technology increases, cybersecurity attacks become more
attractive to attackers and increasingly devastating to organizations. Due to lacking knowledge
and skills, humans are often considered the most susceptible threat vector for cyber attacks.
Previous studies in information systems (IS) literature have confirmed awareness techniques to
be the first step in increasing employee cybersecurity-related knowledge, promoting security-
conscious decision-making, and the prevention of naive IS security behaviors. While training
initiatives exist within many organizations, there appears to be a limited number of empirical
research studies that focus on what security education, training, and awareness (SETA)
programs should encompass. This includes topics to be covered, the most valuable method for
delivery, and to what degree these factors play a part in the IS security practice of employees.
The aim of this study was to use subject-matter experts (SMEs) to validate: 1) the key topics
needed for two SETA program types (typical & socio-technical), 2) the measurement criteria for
employees’ cybersecurity countermeasures awareness (CCA), 3) weights for the three CCA
categories (awareness of policy, SETA, & monitoring) in the overall CCA measure, and 4) two
SETA programs content with integrated vignette-based assessments for CCA. A Delphi
methodology was utilized to gather feedback from 21 SMEs regarding cybersecurity topics for
organizational SETA programs, validation of SETA training content, and to develop a vignette-
based measure of CCA. Results show that awareness of the organizational cybersecurity policy
was the most important category for the overall CCA measure with 41%, followed by awareness
of SETA program content, with 34%, while awareness of monitoring was 25%. The paper
concludes with discussions and future research agenda.

Keywords: Cybersecurity; cybersecurity skills; cybersecurity countermeasures awareness;
security; security education, training, and awareness (SETA).

Introduction
The protection of an organization’s information systems (IS) and information assets from

cybersecurity threats is increasingly important in today’s world, especially as businesses become
more reliant upon technology for daily business processes (D’Arcy, Hovav, & Galletta, 2009).
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Companies in the United States continue to lead the world in losses from cyber attacks, with 58
organizations reporting the mean cost per organization for 2015 as $12.7 million (Ponemon
Institute, 2015). Employees who lack knowledge and skillsets are seen as a susceptible threat
vector for cyber attacks, and therefore, are being targeted with continually evolving threats
(Jang-Jaccard & Nepal, 2014). A study of 252 global organizations found nine key cyber attack
vectors, most of which focused on the human factor in information security including viruses,
malware, Web-based attacks, phishing and social engineering, malicious code, denial of services,
as well as stolen devices (Ponemon Institute, 2015). However, organizations that have
established an effective technical layer of information security continue to experience difficulties
triggered by cybersecurity threats. Ultimately, the cybersecurity posture of an organization
depends on appropriate actions taken by employees, who are often cited as the weakest link in IS
security domain (Al-Omari, El-Gayar, & Deokar, 2012; Albrechtsen, 2007; Rhee, Kim, & Ryu,
2009).

According to Furnell et al. (1996), the need to promote IS security policy and awareness within
the organization requires first the establishment of valid IS security awareness training.
Employees’ lack of awareness of threats posed in the cyber realm increases the susceptibility of
malicious attacks and organizational losses (Shaw, Chen, Harris, & Huang, 2009). While training
initiatives exist within many organizations, there appears to be a limited number of empirical
research studies to determine what topics should be covered, the most valuable method used for
delivery, and to what degree these factors play a part in the IS security practice of employees.
Consequently, for the training program to be considered effective, cybersecurity
countermeasures awareness (CCA) must be measured and improvements made. However,
challenges for the determination of security education, training, and awareness (SETA) program
outcomes competency are posed by the existing measures of CCA, which are dated and limited.
Development and validation of a measurement tool to properly assess the CCA level of
employees was imperative due to the limitations of construct measurement in previous research,
while self-assessment instruments are known to provide inaccurate measures. In this first phase
of the larger research study, a panel of subject matter experts (SMEs) addressed four specific
research questions:

RQ1: What are the SMEs’ approved topics for the two SETA program types (typical & socio-
technical)?

RQ2: What are the SMEs’ approved measurement criteria for CCA?

RQ3: What are the SMEs’ approved weights for the three CCA categories (awareness of
policy, SETA, & monitoring)?

RQ4: What are the SMEs’ approved two SETA program types (typical & socio-technical)
content?

The Delphi methodology was used to determine SMEs’ approved topics for organizational SETA
programs, measurement criteria for CCA through review and feedback on vignettes drafted
based on previous research, the weights of the three CCA categories, as well as the validation of
content for two SETA program types (typical & socio-technical).
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Literature Review

Cybersecurity Threats

Approximately 72% to 95% of the cybersecurity threats and vulnerabilities for organizations
have been linked to the naive cybersecurity practices of employees or contractors (D’Arcy et al.,
2009; IBM Global Technology Services, 2014). Of these, most security incidents are attributed
to current or former employees of the organization (PricewaterhouseCoopers, 2016). IBM Global
Technology Services (2014) found the most prevalent practice to be unsafe Web browsing, which
can lead to IS compromise via malware. Malware is the leading tool used by cyber-attackers to
carry out malicious acts and is known to advance rapidly to capitalize on new approaches to
exploit flaws in emerging technologies (Jang-Jaccard & Nepal, 2014). Furthermore, social
engineering attacks are on the rise and are considered the greatest security threat to people and
organizations (Algarni, Xu, Chan, & Tian, 2014). Even the most technologically advanced IS
security measures can be thwarted by social engineering, which utilizes tactics to trick victims
into compromising personal or organizational security defenses through phishing, vishing (voice
solicitations), and impersonation (Algarni et al., 2014). While employee awareness of social
engineering techniques is important, Kvedar, Nettis, and Fulton (2010) found that even those
who classify themselves as aware of these tactics can be fooled. Likewise, an employee with IS
knowledge does not necessarily possess the cybersecurity skills required to protect themselves
and their organization from cyber threats (Choi, Levy, & Hovav, 2013). Therefore, expanding
knowledge of both countermeasures awareness and skills, as well as SETA program type and
delivery method are significant not only to add to the body of knowledge in relation to
cybersecurity, but also for practitioners who are charged with protecting organizational IS and
information assets.

Cybersecurity Countermeasures Awareness

Awareness is defined as the extent to which a specific population is cognizant of an innovation
and formulates a general perception of what it involves (Dinev & Hu, 2007). The organizational
impact from awareness strategies have long been studied in social science, criminal justice, as
well as medical behavioral sciences and positively linked to individuals’ cognitive development
(Shaw et al., 2009). For awareness to be achieved, an organization or individual must be exposed
to the existence of the innovation, while providing information on both how it functions and
what its benefits are. Awareness of the significance of cybersecurity, personal responsibility in
protecting organizational data, as well as of recent advances by those with malicious intent is
imperative given the level of organizational concern today regarding emerging cybersecurity
threats (Shaw et al., 2009).

Straub and Welke (1998) used the term security countermeasures to collectively describe a mix
of procedural and technical controls to mitigate IS security risks. Building upon previously used
security countermeasures definitions, CCA can be said to include employee awareness of
security policies, SETA programs, computer monitoring, and computer sanctions (Choi et al.,
2013; D’Arcy et al., 2009). CCA can also be described as the state where individuals are aware
of their cybersecurity mission within the organization (Katz, 2005; Rezgui & Marks, 2008).
Previous studies related to deterrence of naive IS security behavior had found positive influence

69



Online Journal of Applied Knowledge Management
A Publication of the International Institute for Applied Knowledge Management

Volume 6, Issue 1, 2018

of various security countermeasures (Kankanhalli, Teo, Tan, & Wei, 2003; Lee & Lee, 2002).
D’Arcy et al. (2009) extended prior work by focusing on the impact of user awareness of
security countermeasures on IS misuse intention. The underlying process through which the
security countermeasures of security policy, SETA program, and computer monitoring impacted
naive behaviors was explored. However, additional research on countermeasures awareness that
specifically focuses on cybersecurity threats is needed to determine the most effective method
for organizations to address issues from a human-centric lens.

Security Education, Training, and Awareness (SETA) Programs

Stanton, Stam, Mastrangelo, and Jolton (2005) stated that even the best technology efforts
intended to address IS security will fail unless the organization’s employees take the proper
course of action when approached with a cyber threat. Although technology-oriented safeguards
such as firewalls, intrusion detection systems (IDS), and intrusion prevention systems (ITS) are
found in a large number of organizations, focus on human factors in cybersecurity, including
awareness and skills development training initiatives, have historically lagged behind (Carlton &
Levy, 2015; Furnell & Clarke, 2012). SETA programs take many forms, but quality programs
raise employee awareness of responsibilities in relation to their organizations’ information assets,
provide instruction on the consequences of abuse, and develop the necessary foundational
cybersecurity skills to help fulfill these requirements (Carlton & Levy, 2015; D'Arcy & Hovav,
2007; Whitman, Townsend, & Alberts, 2001). Regardless of the form, the organizational IS
security policy should provide the foundation of the SETA program. Many typical SETA
programs seem to focus on memorization and often involve coercion, fear tactics, or perception
of external pressures, which have been found to have no influence on employee compliance with
organizational IS policies (Kranz & Haeussinger, 2014; Parrish & Nicolas-Rocca, 2012).
However, according to Parsons, McCormac, Butavicius, Pattinson, and Jerram (2014), training
and education efforts are more effective if they not only outline what is expected but also provide
an understanding of why this is important to the individual or employee, often called socio-
technical philosophies. For this reason, socio-technical philosophies are understood to be more
valuable, providing a means for employees to easily see how the training materials used can
correlate to their day-to-day duties (Netteland, Wasson, & Morch, 2007). Socio-technical
philosophies embrace social as well as technical elements for optimal design and use of
organizational systems (Davis, Challenger, Jayewardene, & Clegg, 2014). Furthermore, it is
imperative that the most effective delivery method for the specific program type be empirically
investigated (Paul, 2014). Both online and face-to-face training delivery methods have their
advantages, and in previous research, each has been found to successfully produce a motivated
employee who has the skills needed to apply their training to job-related tasks (Gupta, Bostrom,
& Huber, 2010). However, there seems to be insufficient research in the field of IS to determine
the most successful delivery method as well as the type of program for cybersecurity-focused
SETA programs.

Methodology

The Delphi methodology has been proven to provide both validity and reliability in situations
when there is no source of factual data but a basis for opinion exists (Gray & Hovav, 2008;
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Ramim & Lichvar, 2014). It was designed to encourage true SME debate through the use of
techniques, which allow for anonymity, iteration, and controlled feedback (Gordon & Glenn,
2009). Techniques seek to expose the measures to SMEs who often have differing opinions,
effectively utilizing a group communication process to refine the measures based on the
consensus building input of the SME panel (Ramim & Lichvar, 2014).

According to Clayton (1997), the panel size can vary depending on the complexity and the
expertise required for consensus on the topic. Best practice for homogeneous populations, such
as cybersecurity SMEs, is a panel of 15 to 30 professionals with diverse backgrounds and
expertise within the field, as well as varying in age and education (Clayton, 1997). Consensus for
Delphi studies typically ranges from 55% to 100% agreement, with 70% considered the standard
(Vernon, 2009). Thus, this study employed the Delphi methodology, where SMEs from the
cybersecurity discipline were identified and asked to participate in the research. Qualitative
methods are often used to discover evidence, and will require the assistance of SMEs per the
Delphi methodology to determine the topics to be covered in the SETA program, to validate and
refine the measure of CCA, and to approve the content of the two SETA programs with
integrated vignette-based assessments for CCA (See Figure 1).

Inputs, Results, & Contributions Research Study

v

Proposed Criteria Development
(SETA Program Topics & Measurement Criteria)

Exploration of Literature

Research Questions Formulation L
Elicitation of Expert Panel Preferences
s (SETA Program Topics & Measurement Criteria)

ydiea

Analysis of Expert Panel Responses <

v

Development of Integrated SETA Programs &
Vignette-Based Pre- and Post-Assessments for
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\ 4

iydrea

D

Analysis of Expert Panel Responses <

I

SETA Programs with Integrated Vignette-Based
Pre- and Post-Assessments for CCA

RQ1, RQ2, RQ3, RO4

Figure 1: Overview of this study’s research methodology process
Data Analysis and Results

A panel of 38 experts was targeted with 21 responding in each of the two Delphi rounds,
representing 55.2% response rate (See Table 1 for panel descriptive statistics). Engaging those
with skillsets and expertise in the area of study, cybersecurity in this research, allowed the group
to confirm that the measures are adequate and fully representative of the concepts (Sekaran &
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Bougie, 2013). Agreement percentages ranged from 85% to 100% for questions asked of the
panel, which is well above what the standard for consensus in Delphi studies.

Consistent with recommendations from Gordon and Glenn (2009) as well as Ramim and
Lichvar, (2014), once SMEs agreed to participate, instrument questions were refined and pursued
through two sequential Delphi rounds delivered via anonymous Web-based method. In round
one, SMEs were asked to provide their judgment as well as feedback on a) SETA program
topics, b) the CCA vignette-based assessment, and c¢) weights for the three CCA categories
(awareness of policy, SETA, & monitoring). Given the very high agreement among the SMEs on
the instrument questions, no additional cycles were needed for round one. In round two, SMEs
reviewed the SETA program content for both the typical and socio-technical courses to provide
validation. For each of these items, SME feedback was analyzed and synthesized to determine
that a clear consensus on each topic was provided with no need to proceed with follow-up
rounds.

Table 1. Descriptive Statistics of SMEs (N=21)

Demographic Item Frequency Percentage
Gender:
Female 6 28.6%
Male 15 71.4%
Current Employment:
Academia 6 28.6%
Industry 5 23.8%
Both 10 47.6%
Age:
20-29 years 1 4.8%
30-39 years 6 28.6%
40-49 years 9 42.9%
50-59 years 5 23.8%
Experience in Information Systems and/or Cybersecurity:
1-5 years 0 0%
6-10 years 2 9.5%
11-15 years 8 38.1%
16-20 years 4 19.0%
20 years or more 7 33.3%
Cybersecurity Certifications:
0 5 23.8%
1 7 33.3%
2 5 23.8%
3 or more 4 19.0%
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SETA Program Topics

According to D'Arcy and Hovav (2007), SETA program topics should be based upon the security
policy of the organization. Key foundational topics are required for any common program to
ensure its effectiveness; however, this assertion has not been empirically validated. As a
baseline, in round one, SMEs were asked to validate a list of relevant cybersecurity topics based
on suggestions in ISO/IEC 27002 standards for IS security policy (ISO/IEC, 2013). SMEs
indicated whether the topic was one that should be included in a common organizational SETA
program, provided revision of topics when needed, and were encouraged to suggest any
additional topics that should be covered in nowadays’ organizational environments. While the
experts deemed most of the ISO/IEC 27002 topic suggestions important, the subjects of
cryptographic controls and vendor relationships were found to be irrelevant for many
organizations. Based on SMEs’ feedback, Table 2 provides a list of the topics and subtopics that
were determined to be the key foundational ones for inclusion in organizational SETA programs.

Table 2. Key Foundational SETA Programs Topic

Data Security Common Risks & Vulnerabilities Accessing Work Systems
Data classification & acceptable use Spam Mobile security

Privacy Phishing and vishing Working remotely

Personally identifiable information (PII) Safe browsing Bring Your Own Device (BYOD)
Physical and environmental security Malware Cloud

Data backup and storage Ransomware

Data encryption and destruction Social Engineering Password Management
Data loss (accidental vs. malicious) Advanced persistent threats (APT) Creating strong passwords

Data regulations — FERPA, HIPAA, PCI, etc. Software restrictions (use and copyright) Password security

Cybersecurity Countermeasures Awareness (CCA) Measure

The measurement instrument for CCA was developed based on the security countermeasures
assessments of Hovav and D’Arcy (2012) as well as Vance, Siponen, and Pahnila (2012).
Although previous work presented these items in survey format, this study novelty as it utilized a
vignette-based assessment of CCA (See Figure 2 for a sample of one of the vignettes). The
vignettes cover awareness of policy, SETA, as well as monitoring and address key, IS security
policy topics (Doherty, Anastasakis, & Fulford, 2011; SANS Institute, 2014). In round one, the
Delphi methodology was used to obtain SMEs feedback on several key aspects of the adapted
vignettes. A total of nine vignettes were drafted, with three for each of the three CCA categories
based on previous empirically validated research studies (D’Arcy et al., 2009; Hovav & D’Arcy,
2012; Vance et al., 2012). SMEs were asked to review the vignettes to ensure 1) clarity of
wording, 2) validity in the context of the policy topic, 3) that the actions provided address the
possible outcomes of the vignettes, 4) that the actions measure the cybersecurity
countermeasures awareness of the three categories (awareness of policy, SETA, & monitoring) of
the individual, and 5) that the scores were assigned appropriately. Based on the feedback from
the 21 SMEs, minor adjustments were made to clarify vignettes’ wording, to better address
possible actions, and to ensure accurate scoring.
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Sandy’s supervisor requests her to leave the office computer unlocked so that other employees can use it
while she is out to lunch or away from the office. Sandy should:

- Leave her computer unlocked as requested by her supervisor.

Leave her computer unlocked as requested by her supervisor and report this incident to IT/IT Security. 4

organization’s acceptable use policy.
Continue to lock her computer, inform her supervisor that the request goes against the organization’s 10
acceptable use policy, and report this concern to IT/IT Security.

- Continue to lock her computer and inform her supervisor that the request goes against the 8

Figure 2. Example of one of the CCA vignettes for the awareness of policy category

In addition to validating key aspects of the CCA vignettes, SMEs were also asked to provide
their feedback on the weight of each of the three categories (awareness of policy, SETA, &
monitoring), with the sum of the three totaling 100%. Answers across all 21 SMEs were
averaged to calculate the weight for each category. Figure 3 shows the weights of the three CCA
categories with standard deviation.

60
50

40

Average Weight (%)
w
o

20

10

Awareness of Policy (Wp) Awareness of SETA (Ws) Awareness of Monitoring
(Wm)

Figure 3. Weights of the three CCA categories with standard deviation

Results indicated that the most important category for the overall CCA measure was awareness
of the organizational cybersecurity policy, with 41%. The second most important category for the
overall CCA measure was awareness of SETA program content, with 34%, while awareness of
monitoring provided the least importance among the three with 25% (See Figure 4). The SMEs
validation of the CCA vignettes and the percentages for each of the three categories provided an
empirically validated vignette-based assessment of CCA to be integrated into the SETA program
as both the pre- and post-assessments.
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Cybersecurity

Countermeasures
Awareness Measure
(CCA)
Wp Wm
\ 4 A4
Awareness of Policy Awareness of SETA Awareness of Monitoring
Scale —0-30 Scale —0-30 Scale —0-30

Policy (41%) + SETA (34%) + Monitoring (25%) = 100%
Figure 4. Research design for weights of the three CCA categories

SETA Program Content

In a future phase of this research study, an organizational SETA program will be delivered in
two types: typical program and socio-technical program. Given the focus of our study on typical
vs. socio-technical program types, it was critical that expert opinion of both types of content be
confirmed before moving forward. It was explained to the SMEs that the typical SETA program
should inform the employee of organizational policies and actions that should or should not be
taken, while the socio-technical SETA program should also include explanations of why certain
actions may cause difficulties as well as the potential organizational outcomes associated.

Table 3. SETA program content

Content Items

Reading material

Typical SETA Lectures from cybersecurity expert
Videos from SANS Institute & KnowBe4

Reading material delivered via LMS

Program Type

Lectures from cybersecurity expert
Socio-Technical SETA Videos from SANS Institute & KnowBe4

Why is this important?
How does it relate to my daily job duties?

Delphi round two of this study focused on SME validation of the SETA program content that
later will be used in the future phase of the research study. The cybersecurity topics determined
important by SMEs in round one for delivery were utilized and content created for the two
program types (typical & socio-technical). This content included reading material, lectures from
an expert in the field of cybersecurity, and topic appropriate videos from the SANS Institute and
KnowBe4 training curriculums (See Table 3). SMEs were provided with the opportunity to
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review material for five of the cybersecurity topics as a representation of the comprehensive
content developed. They were asked to 1) verify that the typical training content was what they
would expect of an organizational SETA program, 2) to determine if the socio-technical content
additions provided the participant with more information on why the content is important to them
personally and identification of how the training materials can correlate to their day-to-day
duties, and 3) to provide any additional feedback or revision suggestions.

Conclusion and Discussion

The main goal of this research study was to determine expert-approved topics for the two SETA
program types (typical & socio-technical), vignettes for measuring CCA, weights for the three
CCA categories (awareness of policy, SETA, & monitoring), as well as SETA program content
for both the typical and socio-technical program types. Per best practice, Delphi measures were
administered, precise questions were used, assurance of anonymity was provided to the SMEs to
ensure they were not influenced by the responses of others, and consensus was reached to answer
each of the four research questions (Gray & Hovav, 2008).

Future Research

D’Arcy et al. (2009) established that implementation of a SETA program is critical to the
mitigation of cybersecurity threats within an organization. Prior studies have touted the need for
SETA but very few have focused on what SETA should encompass and the factors that are likely
to increase success. The development of CCA through SETA initiatives is imperative; however,
additional research is needed to determine the most valuable program type and delivery method,
i.e. online vs. face-to-face. Therefore, this was the first phase of a larger research study that aims
to empirically assess if there are any significant differences on employees’ CCA and
cybersecurity skills (CyS) based on the use of two SETA program types (typical vs. socio-
technical) and two SETA delivery methods (face-to-face & online).
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