Online Journal of Applied Knowledge Management
A Publication of the International Institute for Applied Knowledge Management

Volume 8, Issue 2, 2020

Subject matter experts’ feedback on a prototype
development of an audio, visual, and haptic
phishing email alert system

Molly Cooper, Ferris State University, USA, mollycooper1305@gmail.com

Yair Levy, Nova Southeastern University, USA, levyy@nova.edu

Ling Wang, Nova Southeastern University, USA, lingwang@nova.edu

Laurie Dringus, Nova Southeastern University, USA, laurie@nova.edu

Abstract

Phishing emails, also defined as email spam messages, present a threat to both personal and
organizational data loss. About 93% of cybersecurity incidents are due to phishing and/or social
engineering. Users are continuing to click on phishing links in emails even after phishing
awareness training. Thus, it appears that there is a strong need for creative ways to alert and warn
users to signs of phishing in emails. ‘System 2 Thinking Mode’ (S2) describes an individual in a
more aware state of mind when making important decisions. Ways to trigger S2 include audio
alerts, visual alerts, and haptic/vibrations. Assisting the user in noticing signs of phishing in emails
could possibly be studied through the delivery of audio, visual, and haptic (vibration) alerts and
warnings. This study outlines the empirical results from 32 Subject Matter Experts (SMEs) on an
initial prototype design and development of an email phishing alert and warning system. The
prototype will be developed to alert and warn users to the signs of phishing in emails in an attempt
to switch them to an S2 state of mind. The preliminary results of the SMEs indicated that several
features for a phishing alert and warning system could be assembled, resulting in a mobile
phishing alert and warning prototype. Visual icons were chosen for each sign of phishing used in
the prototype, as well as voice over warnings and haptic vibrations. The preliminary results also
determined task measurements, ‘ability to notice’, and ‘time to notice’ signs of phishing in emails.

Keywords: Phishing, cybersecurity, social engineering, cyber threat mitigation, cyber alerts,
cyber warnings, human factor in cybersecurity.

Introduction

Phishing emails continue to present a significant threat to both personal and corporate data loss
(Almomani et al., 2013; Carlton et al., 2018). Users are still falling for signs of phishing in emails
(Wash & Cooper, 2018) and collectively costing themselves and their employers millions of
dollars annually (Hernandez et al., 2016; Verizon, 2018). According to Clement (2018), email
users have grown to more than 3.8 billion, and is projected to reach 4.3 billion by the year 2022.
Email is an essential part of personal and business communication, and most users read their emails
on mobile devices (Clement, 2018). It is estimated that 72% of users check their email via
smartphone, and 19% of users check email as soon as they begin work for the day (Clement, 2018).
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The overarching research problem this study will address is: the significant volume of users who
continue to click on phishing links in emails, exposing them and/or their organizations to identity
theft, monetary loss, and data loss (Aaron, 2010; Verizon, 2018). According to the Joint Task Force
on Cybersecurity Education (2017):

Cybersecurity is a computing-based discipline involving technology, people, information,
and processes to enable assured operations in the context of adversaries. It draws from the
foundational fields of information security and information assurance; and began with
more narrowly focused field of computer security. (p. 16)

Dakpa and Augustine (2017) defined phishing as a way to obtain sensitive data, usernames,
passwords, and other information from an end user in order to inflict future damage. Verizon
(2018) indicated that signs of phishing in emails include poor grammar, sense of urgency in the
message, incorrect sender address, and requests for personal information. Other signs of phishing
in emails include incorrect Uniform Resource Locator (URL) in the email message, unfamiliar or
inaccurate logo for a company, incorrect language translation, inconsistent greeting from common
senders to the recipient, a request to update or verify information, an attachment, or an urgent
request for a donation (Austin Technology, 2016).

Alerts and warnings have been used for several common situations: fire alarms to alert of smoke,
gas, or fire, weather alerts to signal imminent weather danger, and home intrusion alarms to signal
unauthorized access. Alerts and warnings have also been used with several manufacturers to warn
drivers of danger in driving situations and have become universally adopted in most consumer
vehicles. Alerts and warnings such as: loud beeps, blinking lights or icons, and seat or steering
wheel vibrations (Zheng et al., 2004) have been used to obtain a driver’s attention in order to alert
the driver to a potentially dangerous situation. Meaningful warning systems reflect specific
urgency and prompt the user to pay attention based on the perception of the severity of the sound,
visual prompt, and other system by the end user (Sousa et al., 2016). Specifically, audio alerting
should be used when user safety is most important, and not used for insignificant issues. The
balance between too many alerts, and what the user needs to pay attention to, can be differentiated
by users based on audio, visual and other techniques (Sousa et al., 2016).

User training towards noticing the signs of phishing in email is considered a first line of defense
against social engineering and phishing attacks (NIST, 2018). Some methods of user training
include web-based videos, flyers and handouts, embedded training, and realistic phishing tests
(Miranda, 2018). Miranda (2018) indicated that training users on phishing detection and incident
response are important in setting up a successful corporate phishing training system. Foundational
research by Dhamija et al. (2006) suggested alternative approaches are needed to assist users in
noticing signs of phishing attack. Thus, it appears that developing ways to help users make
decisions in S2 could be beneficial. Utilizing S2 could improve users’ ability to recognize, alert,
and react appropriately to phishing attempts. Assisting users to switch to S2 could potentially help
decrease the amount of individual identity theft, Business Email Compromise (BEC), and
corporate data theft through risk of phishing in emails. Through the following literature synthesis,
it appears little attention has been paid in research regarding audio, and visual warnings in the
context of cybersecurity, or more specifically in the context of alerting and warning users to signs
of phishing in emails through audio, and visual alert and warning combinations.
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This paper outlines the empirical results assessed from Subject Matter Experts (SMEs) to ensure
validity of the prototype components. The following are the Research Questions (RQs) that this
study will address:

RQI1. What are the SMEs’ top signs of phishing in emails that they consider the most critical
threats to users?

RQ2. What are the SMEs’ identified audio, visual, and haptic warning alerts to pair with the
top signs of phishing in emails?

RQ3. What are the SMEs’ validated time and tasks for users’: (a) ability to notice, and (b)
time to notice signs of phishing in emails?

Literature Review

Phishing

Email phishing is the most common social engineering method (Hong, 2012). An attacker can send
an email with several ways to “bait” the user into giving personal information to the attacker.
Phishing with email can also be used to direct a user to a fake website and then have the user enter
personal information into the fake website. Phishing usually involves three phases (Hong, 2012).
During the first phase, the victim usually receives an email with one or more signs of phishing in
the email. The next phase usually includes the victim either taking action by entering information
as prompted by the attacker or other action suggested in the message usually resulting in the victim
giving the attacker the desired information. The final phase is monetizing the stolen information
in the form of selling the account information or logging in as the user and stealing money from
an account or stealing the desired intellectual property or secrets (Hong, 2012).

Signs of phishing in emails researched through a literature synthesis include but are not limited to:
sense of urgency, requiring action, monetary gain, misspelling and grammar issues, greeting errors,
signature errors, incorrect URL, request to click on links, request for information, spoofed sender
or content, unsolicited or unexpected attachments, address mismatch, threatening language, and
highly personalized emails (Chandrasekaran et al., 2006; Sheng et al., 2010; Wash & Cooper,
2018).

Alerts and Warnings

Understanding a more aware state of mind, termed as ‘System 2 Thinking Mode’ (S2) by
Kahneman (2011), describes an individual in a more aware and alert state that s/he can utilize
when making important decisions. Users have a tendency to be more deliberate with their choices
in S2, as opposed to ‘System 1 Thinking Mode’ (S1). S1 is more routine and not as deliberate or
thoughtful. Alerts and warnings can be used to trigger S2 (Kahneman, 2011). In the context of
cybersecurity and more specifically phishing emails, mobile users appear to read their emails while
on-the-go and in many instances also click links in phishing emails too quickly (while in S1)
especially when in distracting environments (Goel & Jain, 2018), causing them the ‘Oh-Shoot’
syndrome. This well-known ‘Oh-Shoot’ syndrome causes people to perform activity such as click
“OK” to authorize features on their mobile device or even provide their credentials, while not
reading what the message stated, given they are on S1 state of mind. Then, their S2 kicks in and

109



Online Journal of Applied Knowledge Management
A Publication of the International Institute for Applied Knowledge Management

Volume 8, Issue 2, 2020

they appear to realize something was wrong, hence the ‘Oh-Shoot’, and backtrack to check what
they did, while in most cases in the context of cybersecurity, this is too late and permissions or
credentials were provided to the cyber criminals or adversaries (McAlaney & Benson, 2019).

There are several email filtering solutions available today as a way to warn users of signs of
phishing in emails. Most warnings are visual messages, popup windows, and/or buttons to click in
order to report phishing emails to administration. There are also several appliance-based products
that filter email on the corporate email server, and “learn” signs of phishing in email either warn
the user, or block the phishing URL (Dublin, 2018).

Audio beeps, visual alerts, icons, and vibrations (haptic warnings) are used in several consumer
areas today to alert and warn users of potential issues or emergency. Seatbelt warning systems are
arguably the most recognizable automobile warning system. According to Lohr (1974), many
individuals were reluctant to use seatbelts in automobiles. Adding an audible sound to remind the
driver and passengers to buckle up was used as an alert or warning. Collision warning systems for
vehicles using audio, visual, and haptic factors are also incorporated into modern vehicles (Kane,
2012). Systems can be configured to minimize nuisance factors of the alarms (Ernst & Wilson,
2002). According to Ernst and Wilson (2002), collision warning systems reduce car accidents by
warning and alerting the driver of potential hazards.

Other areas consumers benefit from audio, visual, and haptic alerting are medical alarm systems
for patients. Audio beeps, visual flashing icons, and alarm sounds alert to get the attention of
medical personnel if a patient is having difficulty or in danger (Chen et al., 2014). Urgency is
represented by color of visual information and specific urgent frequencies. Weather warnings also
convey urgency by specific colors used and specific alarm warnings (Event Alert System, 2019).

Email and Mobile Devices

Poushter and Stewart (2016) indicated that the volume of smartphone ownership and use has
increased in Europe, the United States, and emerging economies around the world. Their research
concluded that at least 89% of Americans own a smartphone (Poushter & Stewart, 2016). Van Rijn
(2019) studied smartphone use as it pertains to reading email and determined an average of 67%
of consumers use a smartphone to check their email. Most email is checked with a mobile device
and then with a laptop/desktop (Van Rijn, 2019). Van Rijn (2019) stated that emails opened and
viewed on a mobile device have doubled over the last five years. McLeod (2018) indicated that
consumers now spend more than five hours a day on their smartphones.

Methodology

This research study utilized qualitative and quantitative data collection phase using 32 SMEs as
an expert panel (Straub, 1989). Criteria for SMEs participation included the SME serving as an
analyst job level and above in information security, and at least one year of information security
experience. The initial survey instrument was conducted (April 2020) using Survey Monkey and
using Delphi methodology for expert feedback on this subject (Ramim & Lichvar, 2014), each
SME received an email invitation to participate in the initial survey. The survey contained 16
examples of signs of phishing in emails including: sense of urgency, requiring action from the
recipient, monetary gain for the recipient, misspelling of words, grammar errors, greeting errors,
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signature errors, incorrect URL, emails containing links, request for information, spoofed content,
spoofed sender, unsolicited attachments, threatening language, addressing errors, and highly
personalized emails. The survey contained a collection of audio and visual alerts including alarms,
dings, vocal announcements, and tones. Visual alerts included variations of automotive dashboard
icons, colors, and illustrations. The most statistically significant results will be used towards the
development of a Phishing Alert and Warning System (PAWS).

SMESs were asked to rank their top signs of phishing in emails from the survey list as specified in
RQI. This is important toward the development of PAWS as narrowing down the signs of phishing
in email to a smaller number (5-10) can help with user fatigue (Kesselheim et al., 2011). The
SMESs were then asked to pair each sign of phishing with what they feel would be an appropriate
corresponding audio and visual alert. This is important towards RQ2 to determine if specific visual,
audio, and haptic warnings are better suited for the top signs of phishing in emails. SMEs were
also asked what they feel an appropriate (a) ability to notice a phishing email (measured in tasks
and seconds), and (b) time to notice a phishing email (measured in seconds) would be, along with
any further qualitative feedback they have towards mobile app design. Data collected in the SMEs
survey will be used to construct a mobile app prototype to test (a) ability to notice and (b) time to
notice phishing in emails using audio and visual warnings and alerts.

A limitation of this study was that PAWS was designed to best represent examples of phishing
email messages to the participants of the study. If the examples of phishing emails are deemed
incorrect, or irrelevant to the user, the study was not effective. If the data input “is either incorrect,
of low quality, or irrelevant, the resulted output is going to be ineffective regardless of the quality
of the processing, colloquially, garbage-in/garbage-out” (Levy & Ellis, 2006, p. 185). Other
potential limitation considerations include email content not being relevant to the participant, audio
sounds and visual icons not being relevant or understandable by the participant, graphics and/or
visual representations not consistent to the viewer, and urgency level of the audio not matching
the urgency understanding of the participant.

Data Analysis and Results

Invitation emails to participate in the Subject Matter Expert (SME) survey were sent to 45
cybersecurity experts with a goal of 25 respondents. An SME panel of 32 cybersecurity experts
were surveyed in one Delphi cycle (71.1% response rate) and a consensus was met on the survey
questions. Table 1 provides the descriptive statistics of the 32 respondents during April 2020.
Cybersecurity experts ranged from cybersecurity and information security professors,
cybersecurity and information security C-level managers, cybersecurity and information security
senior managers, cybersecurity and information security analysts, and cybersecurity investigators.
Over 56% of the respondents had over 10 years of experience in cybersecurity and/or information
security followed by 28% at five to 10 years of cybersecurity and/or information security
experience. SMEs could enter one current profession for the survey.
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Table 1. Descriptive Statistics of SMEs (N=32)

Survey Question Frequency Percentage

Current Cybersecurity Position:
Professor 13 40.63%
Senior Management 6 18.75%
Middle Management 3 9.38%
IT Security Analyst 3 9.38%
Owner/Executive/C-Level 3 9.38%
Private Practice 1 3.12%
IT Senior Auditor 1 3.12%
IT Security Staff 1 3.12%
Cybersecurity Investigator 1 3.12%

Experience in Cybersecurity

and/or Information Security:
10 Years or More 18 56.25%
5-10 Years 9 28.13%
1 Year or Less 2 6.25%
1-3 Years 2 6.25%
3-5Years 1 3.13%

The SMEs’ top signs of phishing in emails that they consider and rank the most critical threats to
users are shown in Table 2. Sense of urgency, requiring action, request for information, misspelling
and grammar issues, and request to click on links were considered the top five signs of phishing

in emails.

Table 2. SME Top Five Signs of Phishing in Emails — Ranked (N=32)

Survey Question Rank Percentage
Rank Signs of Phishing
Sense of Urgency 1 11.32%
Requiring Action 2 11.22%
Request for Information 3 8.87%
Misspelling and Grammar 4 8.53%
Request to Click on Links 5 8.34%

The SMEs’ identified audio, visual, and haptic warning alerts to pair with the top signs of phishing
in emails were determined through SME survey answers. Each question was represented in a
companion PowerPoint™ presentation. An example PowerPoint™ slide for the sign of phishing —
requiring action from the email recipient, is shown in Figure 1. Each sign of phishing had a
corresponding figure for SMEs’ voting in the survey.
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** Please select your answer on
PAWS SM E Su rvey corresponding Survey Monkey survey.**

Survey Monkey Question Q10

Which icon best describes the sign of phishing: Requiring Action from the Email Recipient?

O

A B C

Figure 1. Visual Representation of SME Survey Question — Requiring Action

SMEs rank of icon matching to the top signs of phishing in emails is shown below in Table 3.
SMEs feedback indicates the most effective visual icon for sense of urgency is a red alarm graphic,

Table 3. SME Rank of Icon Matching to Top Signs of Phishing in Emails (N=32)

Survey Question Frequency | Percentage
Which Icon Best Represents the Sign Of Phishing: Sense of Urgency?
Red Alarm 16 50.00%
Purple Alarm with Yellow Lines 15 46.88%
Purple Stopwatch 1 3.13%
Which Icon Best Represents the Sign of Phishing: Requiring Action?
Running Person 14 43.75%
Red and White X 11 34.38%
Paper List 7 21.88%
Which Icon Best Represents the Sign of Phishing: Request for
Information?
Red Button with “i” 17 53.13%
Purple Icon and “i” 12 37.50%
Purple Arrow Over Text Box 3 9.38%
Which Icon Best Represents the Sign of Phishing: Misspelling and
Grammar Issues?
Red and Black Circle “Aa” 11 34.38%
Purple and Yellow “Aa” 6 18.75%
Purple Pencil with “X” 5 46.88%
Which Icon Best Represents the Sign of Phishing: Request to click on
Links?
White Link on Red Background 21 65.63%
Purple Link 7 21.88%
Purple Down Arrow 4 12.50%
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and the most effective visual icon for the sign of phishing requiring action is a running person
graphic (as shown for choice A in Figure 1). For the sign of phishing — request for information,
the SMEs indicated a red button with a white letter “i” was the best representation of the sign. The
sign of phishing — misspelling and grammar issues, as a red and black circle with the letters “Aa”,
and the sign of phishing - request to click on links, is most effectively portrayed as a white chain
link on a red background. SMEs ranking of the audio and haptic pairings (as shown in Table 4)
resulted in the consensus that the audio alerts would be most effective as a female voice-over alert.
Other audio choices were stock mobile device sounds (iPhone, Android alerts), household alerts
sounds (fire alarms, microwave sounds), and automobile alert sounds (seatbelt alerts, tire pressure
warnings, check engine alerts). The SMEs panel also determined that shaking/vibration alerts
should happen immediately upon the recipient seeing the email on the mobile screen.

Table 4. SME Rank of Audio and Haptic Matching to Top Signs of Phishing in Emails (N=32)

Survey Question Frequency | Percentage

Which Audio Alert Group Would Be the Most Effective in Alerting

Participants to Signs of Phishing in Email?
Voice-Over Description of The Sign of Phishing (Female Voice Narration) 11 34.38%
Stock Mobile Device Notification Sounds (iPhone, Android) 9 28.13%
Household Alert Sounds (Fire alarm, Microwave sounds) 6 18.75%
Automobile Alert Sounds (Seatbelt ding) 6 18.75%

Haptic/Shaking Alerts Will Be Presented to The Participants. When

Should the Mobile Device Shake Upon an Email Appearing on The Screen?
Immediately as The Email Appears 12 38.71%
One Second After the Email Appears 9 29.03%
Two Seconds After the Email Appears 5 16.13%
Three Seconds After the Email Appears 5 16.13%

Table 5. SME Rank of Determining Factors for The Ability to Notice Top Signs of Phishing in
Emails (N=32)

Survey Question Frequency Percentage

What Determines a Recipient’s Ability to Notice Signs of

Phishing in Emails?
The Email Recipient’s Experience with Phishing Training 29 90.63%
The Email Recipient’s Past Experience with Being 27 84.38%
Phished
The Email Recipient’s Experience with Reading Emails 24 75.00%
The Email Recipient’s Attention Span 19 59.38%
The Email Recipient’s Native and Secondary Languages 15 46.88%
The Email Recipient’s Gender 1 3.13%

The SMEs’ validated tasks for users’ demographic indicators of ability to notice signs of phishing
in emails are illustrated in Table 5. The highest rank of ability to notice include the email
recipient’s experience with phishing training, followed by the email recipient’s experience with
being phished, experience reading emails, age, languages spoken, buttons clicked and gender.
SMEs were instructed to choose all that applied. Table 6 illustrates the SME tasks that further
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determine a user’s ability to notice signs of phishing in emails. The SMEs indicated the recipient
of the email needs the ability to notice what signs of phishing they saw in the email, followed (in
importance) by the time it takes to click legitimate or phishing buttons. The SMEs were instructed
to choose all that applied.

Table 6. SME Rank of Tasks for The Ability to Notice Top Signs of Phishing in Emails (N=32)

Survey Question Frequency | Percentage
What Are Some Tasks That Determine a Recipient’s Ability to Notice Signs
of Phishing in Emails?
The Ability to Identify What Signs of Phishing They Saw In The Email 28 90.32%
Time it Takes to Click “Legitimate “or “Phishing” Buttons 13 41.94%

Table 7 further identifies SMEs feedback towards an audio, visual, and haptic alert and warning
system combination can be used to empirically assess users’ (a) ability to notice, and (b) time to
notice signs of phishing in emails. SMEs feedback indicated the email alert and warning groups:
audio and visual alerts and warnings (AV), haptic alerts and warnings (H), and audio, visual, and
haptic alerts and warnings (AVH), should be presented in a specific manner in order to alleviate
participant habituation, and fatigue. It was determined the top five signs of phishing should be
shown for each alert and warning group. This will result in 20 simulated email screens for the alert
and warning system (including the no audio, visual, or haptic alerts and warnings (NAVH) group).
Combined with feedback regarding the top signs of phishing, audio, visual, and haptic alerts and
warnings, constructs for an audio, visual, and haptic phishing alert and warning system can be
created.

Table 7. SME Rank of Presentation Order of Alerts and Warnings to The Top Signs of Phishing
in Emails (N=32)

Survey Question Frequency | Percentage
How Should Emails with Haptic Alerts and Warnings Be Presented?
Show the Top 5 Signs of Phishing Emails in 1-5 Order 17 53.13%
Show the Top 5 Signs of Phishing Emails in Randomized Order 6 18.75%
Show the Top 10 Signs of Phishing Emails in 1-10 Order 5 15.63%
Show the Top 10 Signs of Phishing in Randomized Order 4 12.50%
How Should Emails with Audio and Visual Alerts and Warnings Be
Presented?
Show the Top 5 Signs of Phishing Emails in 1-5 Order 12 37.50%
Show the Top 10 Signs of Phishing Emails in 1-10 Order 9 28.13%
Show the Top 5 Signs of Phishing Emails in Randomized Order 6 18.75%
Show the Top 10 Signs of Phishing in Randomized Order 5 15.63%
How Should Emails with Audio, Visual, and Haptic Alerts and Warnings
Be Presented?
Show the Top 5 Signs of Phishing Emails in 1-5 Order 13 40.63%
Show the Top 10 Signs of Phishing in Randomized Order 9 28.13%
Show the Top 10 Signs of Phishing Emails in 1-10 Order 6 18.75%
Show the Top 5 Signs of Phishing Emails in Randomized Order 4 12.50%
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Conclusion and Discussion

This study presents the results of SMEs validation process of a novel prototype system of alerting
users to signs of phishing in emails using audio, visual, and haptics. Past studies have contributed
to this issue; however, the problem still exists today. Users are still susceptible to phishing attacks
delivered through email (Anti-Phishing Working Group, 2018). Phishing continues to be a viable
social engineering method, and collectively costs users and businesses millions of dollars on an
annual basis (Frauenstein, 2019). Phishing, spear phishing, and other social engineering techniques
are being used against users on a regular basis (Almomani et al., 2013; Carlton & Levy, 2017).
Alerting users to notice signs of phishing in emails by utilizing S2 triggers such as audio, visual,
and haptic alerting would directly add to the body of knowledge aimed at assisting users to be less
susceptible to phishing attacks through email. This research proposes to reduce phishing
susceptibility among users by developing a prototype that alerts users to the signs of phishing in
emails with audio, visual, and haptics on a mobile device. The main goal of this study was to
determine what audio and visual alert and warnings combination can be used to empirically assess
users’ (a) ability to notice, and (b) time to notice signs of phishing in emails. An alert and warning
system prototype to assist users with phishing email detection will be developed that combines the
SMEs ranking based on the SMEs survey results. The SMEs’ identified audio, visual, and haptic
warning alerts will also be paired with the top five signs of phishing in emails. The SMEs’
validated time and tasks for users’: (a) ability to notice, and (b) time to notice signs of phishing in
emails will be utilized as a baseline and variables towards PAWS mobile app analysis.
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Figure 2. PAWS Prototype Screenshot: (a) Simulated Email Screen with Visual Icon — Sense of
Urgency; (b) Ability to Notice the Top 5 Signs of Phishing
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Future Research

Future research is planned for finalizing the validated mobile app prototype into the proposed
PAWS and to test it with about 100 participants. As specified by the SMEs, ability to notice signs
of phishing will be measured by the participant clicking legitimate or phishing buttons upon seeing
a simulated email. Figure 2a illustrates a simulated email screen with a visual icon. Additionally,
ability to identify the signs of phishing will be measured by the participant correctly identifying
the sign of phishing they saw in the simulated email from the list provided as shown in Figure 2b.
Time to notice signs of phishing will be measured in the amount of time it takes for a participant
to click legitimate or phishing buttons upon seeing a simulated email. The SMEs survey results
also indicate 25 seconds is the maximum amount of time to lapse before it is determined a
participant did not notice signs of phishing in the simulated email. This baseline will also be used
during future research of the PAWS mobile app study. Additionally, future research should include
SMEs feedback on additional audio, visual, and haptic alerting methods. The timing of the alerts
and warnings could also be studied further. Additional research could also include mobile app
design questions for SMEs feedback regarding app page layout, volume of audio warnings,
animation of visual cues, and simulated phishing email content or other innovative approaches to
trigger end user S2 state of mind in effort to curb the ‘Oh-Shoot’ syndrome.
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