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Abstract
As artificial intelligence (Al) transforms industries worldwide, regulatory frameworks are rapidly emerging to ensure
safe and ethical deployment. The European Union (EU) Al Act represents the first comprehensive Al regulation,
signaling a global shift as nearly 100 countries draft similar legislation. These frameworks converge on six key
principles: Al risk ranking, high-quality data, continuous oversight, detailed logging, human oversight, and failsafe
mechanisms. Formal Al audits, once voluntary, are becoming mandatory for high-risk systems, focusing on fairness,
error rates, security, data governance, and robustness. The scope of auditing depends on system complexity and
associated risk levels, with regulations categorizing Al systems into unacceptable, high-risk, and minimal-risk groups.
Organizations must prepare for increasingly rigorous audits by embedding compliance and transparency into Al
development and deployment processes. ISACA is helping both governments and companies with our efforts to build
Al Governance, Risk, and Compliance (GRC) frameworks and credentials to audit Al.
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